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Abstract: Security auditing of industry-scale software systems mandates automation. Static taint analysis
enables deep and exhaustive tracking of suspicious data flows for detection of potential leakage and integrity
violations, such as cross-site scripting (XSS), SQL injection (SQLi) and log forging. Research in this area has
taken two directions: program slicing and type systems. Both of these approaches suffer from a high rate of
false findings, which limits the usability of analysis tools based on these techniques. Attempts to reduce the
number of false findings have resulted in analyses that are either (i) unsound, suffering from the dual problem
of false negatives, or (ii) too expensive due to their high precision, thereby failing to scale to real-world
applications. In this talk, we investigate a novel approach that combines static analysis and machine learning
for improving the scalability of static taint analysis and reducing the number of false positives. From a static
analysis perspective, the key observation informing our approach is that taint analysis is a demand-driven
problem. This enables lazy computation of vulnerable information flows, instead of eagerly computing a
complete data-flow solution, which is the reason for the traditional dichotomy between scalability and
precision. With the analysis being scalable to large codebases, the user is still left to review hundreds, if not
thousands, of potential warnings, and classify them as either actionable or spurious. This is both burdensome
and error prone, leaving developers disenchanted by static security checkers. We address this challenge by
introducing a general technique to refine the output of static security checkers. The key idea is to apply
statistical learning to the warnings output by the analysis based on user feedback on a small set of warnings.
This leads to an interactive solution, whereby the user classifies a small fragment of the issues reported by the
analysis, and the learning algorithm then classifies the remaining warnings automatically. An important aspect
of our solution is that it is user centric. The user can express different classification policies, ranging from
strong bias toward elimination of false warnings to strong bias toward preservation of true warnings, which
our filtering system then executes.
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Technology in Sweden. He has been an Adjunct Professor of Computer Science at New York University,
Polytechnic School of Engineering since 2000 and he is now an Adjunct Professor of Computer Science at
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